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NOTICE TO THIRD PARTY USERS OF THIS REPORT 

 
 

This report was prepared for use by Telehouse International Corporation of Europe Ltd. BDO LLP has consented to the release of the report to you on 
the conditions listed below, which you accept by reading the report:    

 

1. The report is provided to you for information purposes only and BDO LLP accepts no liability to you or any recipient of the report on any basis 
whatsoever. If you rely on the report, you do so entirely at your own risk 

 

2. You will not bring a claim against BDO LLP in connection with the report  

 

3. Neither the report nor the information contained in it may be made available to anyone else without BDO LLP’s prior written consent, except 
where required by law or regulation 

 

4. The report was prepared for Telehouse International Corporation of Europe Ltd. It was not prepared with any other recipient's interests in mind 
or for its use. The Report is therefore not a substitute for any enquiries that you should make. The Report is based on historical information which 
may no longer be accurate 

 

5. We refer to Section I of the report for further information relating to BDO LLP’s responsibilities towards recipients.  

 

These terms and any dispute arising from them, whether contractual or non-contractual, are subject to English law and the exclusive jurisdiction of 
English courts.
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Section I: Independent Service Auditor’s Report 

To the Board of Directors of Telehouse International Corporation of Europe Ltd (the “Service Organisation or “Telehouse”) 

Scope 
We have examined Telehouse International Corporation of Europe Ltd’s (“Service Organisation” or “Telehouse”) accompanying description of its systems 
titled “Description of Telehouse International Corporation of Europe Ltd’s data centre services” as of 28 February 2026, (description) based on the criteria 
for a description of a service organisation’s system in DC Section 200, 2018 Description Criteria for a Description of a Service Organisation’s System in a 
SOC 2® Report (AICPA, Description Criteria), (description criteria) and the suitability of the design of controls stated in the description as of 28 February 
2026, to provide reasonable assurance that Telehouse’s service commitments and system requirements were achieved based on the trust services criteria 
relevant to Security and Availability (applicable trust services criteria) set forth in TSP Section 100, 2017 Trust Services Criteria for Security, Availability, 
Processing Integrity, Confidentiality, and Privacy, in AICPA Trust Services Criteria. 

The description indicates that complementary user entity controls that are suitably designed and operating effectively are necessary, along with controls at 
Telehouse, to achieve Telehouse’s service commitments and system requirements based on the applicable trust services criteria. The description presents 
Telehouse’s controls, the applicable trust services criteria, and the complementary user entity controls assumed in the design of Telehouse’s controls. Our 
examination did not include such complementary user entity controls and we have not evaluated the suitability of the design or operating effectiveness of 
such controls. 

Telehouse International Corporation of Europe Ltd’s Responsibilities 
Telehouse is responsible for its service commitments and system requirements and for designing and implementing, and operating effective controls within 
the system to provide reasonable assurance that Telehouse’s service commitments and system requirements were achieved. Telehouse has provided the 
accompanying assertion titled “Service Organisation’s Assertion” (“assertion”) about the description and the suitability of the design of controls stated 
therein. Telehouse is also responsible for preparing the description and assertion, including the completeness, accuracy, and method of presentation of the 
description and assertion; providing the services covered by the description; selecting the applicable trust services criteria and stating the related controls 
in the description; and identifying the risks that threaten the achievement of the service organisation’s service commitments and system requirements. 

Service Auditor’s Responsibilities 

Our responsibility is to express an opinion on the description and on the suitability of the design of controls stated in the description based on our examination. 

Our examination was conducted in accordance with attestation standards established under International Standard on Assurance Engagements (ISAE) 3000 

(Revised), issued by the International Auditing and Assurance Standards Board (“IAASB”) of the International Federation of Accountants (“IFAC”). Those 

standards require that we comply with ICAEW ethical requirements which are at least as demanding as the applicable provisions of the IESBA Code of Ethics 

and plan and perform our examination to obtain reasonable assurance about whether, in all material respects, the description is presented in accordance 

with the description criteria and that the controls stated therein were suitably designed to provide reasonable assurance that the service organisation’s 
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service commitments and system requirements were achieved based on the applicable trust services criteria. We believe that the evidence we obtained is 

sufficient and appropriate to provide a reasonable basis for our opinion.  

An examination of the description of a service organisation’s system and the suitability of the design of controls involves the following: 

• Obtaining an understanding of the system and the service organisation’s service commitments and system requirements 

• Assessing the risks that the description is not presented in accordance with the description criteria and that controls were not suitably designed  

• Performing procedures to obtain evidence about whether the description is presented in accordance with the description criteria 

• Performing procedures to obtain evidence about whether controls stated in the description were suitably designed to provide reasonable assurance 

that the service organisation achieved its service commitments and system requirements based on the applicable trust services criteria 

• Evaluating the overall presentation of the description. 

Our examination also included performing such other procedures as we considered necessary in the circumstances. 

Our Independence and Quality Management 

In performing our engagement, we have complied with the independence and other ethical requirements of the Institute of Chartered Accountants in England 

and Wales (ICAEW) Code of Ethics which are founded on fundamental principles of integrity, objectivity, professional competence and due care, 

confidentiality and professional behaviour, and which is at least as demanding as the applicable provisions of the International Ethics Standards Board for 

Accountants (IESBA) Code of Ethics for Professional Accountants. 

The firm applies International Standard on Quality Management (UK) 1, which requires the firm to design, implement and operate a system of quality 

management including policies or procedures regarding compliance with ethical requirements, professional standards and applicable legal and regulatory 

requirements. 

Inherent Limitations  

The description is prepared to meet the common needs of a broad range of users and may not, therefore, include every aspect of the system that individual 

users may consider important to meet their informational needs. 

There are inherent limitations in the effectiveness of any system of internal control, including the possibility of human error and the circumvention of 

controls. Because of their nature, controls may not always operate effectively to provide reasonable assurance that the service organisation’s service 

commitments and system requirements are achieved based on the applicable trust services criteria. Also, the projection to the future of any conclusions 

about the suitability of the design of controls is subject to the risks that controls may become inadequate because of changes in conditions or that the 

degree of compliance with the policies or procedures may deteriorate. 
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Other Matter 

We did not perform any procedures regarding the operating effectiveness of controls stated in the description and, accordingly, do not express an opinion 

thereon. 

Opinion 

In our opinion, in all material respects, 

• the description presents Telehouse’s system that was designed and implemented as of 28 February 2026, in accordance with the description criteria. 

• the controls stated in the description were suitably designed as of 28 February 2026, to provide reasonable assurance that Telehouse’s service 

commitments and system requirements would be achieved based on the applicable trust services criteria, if its controls operated effectively as of 

that date, and if the user entities applied the complementary controls assumed in the design of Telehouse’s controls as of that date. 

To the fullest extent permitted by law, BDO LLP (including its staff, members, directors, agents and contractors) does not accept or assume responsibility 

to anyone other than Telehouse for our work, for this report or for the opinions we have formed, save where we agree in writing to assume responsibility to 

a recipient in respect of this report. 

Intended Users and Purpose 

 

This report, including the description of tests of controls and results thereof presented in Section IV of this report, is intended only for the use of directors 

of Telehouse as a body and solely for purpose of reporting on the control of Telehouse, in accordance with the terms of our engagement letter dated 2 

December 2025 and amended on 15 June 2026. Our report must not be made available to any other party without our prior written consent, save as set out 

in our engagement letter. 

 

Subject to the terms of our engagement letter, Telehouse may disclose the report to user entities of Telehouse’s data centre services as of 28 February 

2026; business partners of Telehouse subject to risks arising from the use of Telehouse’s services, prospective user entities and business partners, 

practitioners providing services to such user entities and business partners, and regulators who have sufficient knowledge and understanding of the following: 

• The nature of the services provided by the service organisation 

• How the service organisation’s system interacts with user entities, subservice organisations (if applicable), and other parties 

• Internal control and its limitations 

• Complementary user entity controls and complementary subservice organisation controls (if applicable) and how those controls interact with the 

controls at the service organisation to achieve the service organisation’s service commitments and system requirements  

• User entity responsibilities and how they may affect the user entity’s ability to effectively use the service organisation’s services  

• The applicable trust services criteria 
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• The risks that may threaten the achievement of the applicable trust services criteria and how controls address those risks. 

 

To the fullest extent permitted by law, BDO LLP (including its staff, members, directors, agents and contractors) does not accept or assume responsibility 

to anyone other than Telehouse and the Directors of Telehouse as a body, for our work, for this report or for the opinions we have formed. 

 

 

 

 

 

Date: 16 June 2026 

 

   For and on behalf of BDO LLP 

 

55 Baker Street, London W1U 7EU 
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Section II: Service Organisation’s Assertion 

We have prepared the accompanying description of Telehouse International Corporation of Europe Ltd’s (“Telehouse”, “Service Organisation” or “Company”) 

systems and controls titled “Description of Telehouse International Corporation of Europe Ltd’s data centre services” as of 28 February 2026 (description), 

based on the criteria for a description of a service organisation’s system in DC Section 200, 2018 Description Criteria for a Description of a Service 

Organisation’s System in a SOC 2® Report (AICPA, Description Criteria) (“description criteria”). The description is intended to provide report users with 

information about the systems and controls in place that may be useful when assessing the risks arising from interactions with Telehouse’s system, particularly 

information about system controls that Telehouse has designed, implemented, and operated to provide reasonable assurance that its service commitments 

and system requirements were achieved based on the trust services criteria relevant to Security and Availability (applicable trust services criteria) set forth 

in TSP Section 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy, in AICPA Trust Services Criteria.  

The description indicates that complementary user entity controls that are suitably designed and operating effectively are necessary, along with controls at 

Telehouse, to achieve Telehouse’s service commitments and system requirements based on the applicable trust services criteria. The description presents 

Telehouse’s controls, the applicable trust services criteria, and the complementary user entity controls assumed in the design of Telehouse’s controls. The 

description does not extend to controls of the user entities. 

We confirm, to the best of our knowledge and belief, that: 

a. the description presents Telehouse’s systems and controls that was designed and implemented as of 28 February 2026, in accordance with the description 

criteria 

b. the controls stated in the description were suitably designed as of 28 February 2026, to provide reasonable assurance that Telehouse’s service 

commitments and system requirements would be achieved based on the applicable trust services criteria, if its controls operated effectively as of that 

date, and if the subservice organisation and user entities applied the complementary controls assumed in the design of Telehouse’s controls as of that 

date. 

 

 

 

Date: 16 June 2026 

Signed on behalf of Telehouse International Corporation of Europe Ltd     
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Section III: Description of Telehouse International Corporation of Europe Ltd’s data centre services 

Company overview and background 

Telehouse International Corporation of Europe Ltd is a leading provider of carrier-neutral data centre and interconnection services. 

Description of Services Provided  

Colocation (Data Centre Hosting) Services 

Telehouse provide secure, resilient facilities where customers house IT infrastructure (servers, storage, networking) with high availability, power 

redundancy, and physical security. 

Principle Service Commitments and System Requirements 

Telehouse designs its processes and procedures related to the above data centres to meet its obligations for Data Centre Colocation Services. These 

obligations are based on the service commitments that Telehouse makes to user entities, the laws and regulations that govern the provision of Data 

Centre Colocation Services and compliance requirements that Telehouse has established for these services. Telehouse's Security commitments are 

standardised and include, but are not limited to: 

• Implement physical security based on role-based access controls  

• Implement environmental controls to protect the colocation data centres  

• Provide 24x7 security at the sites  

Information security policies define an organisation-wide approach to how physical sites are controlled and support systems and data are protected. 

These include policies around how the service is designed, protected, how the service is operated, how the internal business systems and networks are 

managed and how employees are hired and trained. In addition to these policies, standard operating procedures have been documented on how to carry 

out specific manual and automated processes required in the operation and development of Data Centre Colocation Services. 

Applicable Trust Service Criteria not addressed within the boundaries of this report 

The Applicable Trust Services Criteria need to be understood in the context of what is stated in the Description in relation to the criteria that are not 

applicable to the service commitments and system requirements. Based on the nature of the Data Centre Colocation Services provided by Telehouse to 

its user entities, the following applicable trust services criteria as it relates to the Data Centre Colocation Services not covered by this report are: 
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Common Criteria Rationale 

CC6.1 The entity implements logical access security software, infrastructure, and 

architectures over protected information assets to protect them from 

security events to meet the entity's objectives. 

The criteria is related to logical access and security 

software. Based on the nature of services in scope i.e. 

Data Centre Colocation services (and the underlying 

Physical Security and Environmental protection 

controls implemented by Telehouse), logical access to 

software and infrastructure are not relevant to the 

subject matter. Hence this criteria is not applicable. 

CC6.3 The entity authorises, modifies, or removes access to data, software, 

functions, and other protected information assets based on roles, 

responsibilities, or the system design and changes, giving consideration to 

the concepts of least privilege and segregation of duties, to meet the 

entity's objectives. 

The criteria is related to logical access and access 

provisioning and revocation from software functions. 

Based on the nature of services in scope i.e. Data 

Centre Colocation services, logical access related to 

software and infrastructure are not relevant to the 

subject matter. Hence this criteria is not applicable. 

CC6.5 The entity discontinues logical and physical protections over physical assets 

only after the ability to read or recover data and software from those 

assets has been diminished and is no longer required to meet the entity's 

objectives. 

The criteria is related to logical and physical access 

protections over physical assets. Telehouse does not 

perform destruction of physical assets and data as 

part of its of Data Centre Colocation services provided 

to its customers. Hence this criteria is not applicable. 

CC6.6 The entity implements logical access security measures to protect against 

threats from sources outside its system boundaries. 

The criteria is related to security measures taken by 

Telehouse specifically on logical access. The system 

boundary for this report will be defined by the Data 

Centre Colocations at the locations stated above and 

the underlying Physical Security and Environmental 

protection controls at each location. Threats to the 

system boundary are mitigated by Physical Security, 

environmental protection and Business Continuity 

controls are in scope (but mapped to other criteria). 
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Common Criteria Rationale 

CC6.8 The entity implements controls to prevent or detect and act upon the 

introduction of unauthorised or malicious software to meet the entity's 

objectives. 

The criteria is related to controls to prevent or detect 

and act upon the introduction of unauthorised or 

malicious software. Data Centre Colocation services 

and the internal controls designed and operated by 

Telehouse to support these services. Hence this 

criteria is not applicable 

CC7.1  To meet its objectives, the entity uses detection and monitoring 

procedures to identify (1) changes to configurations that result in the 

introduction of new vulnerabilities, and (2) susceptibilities to newly 

discovered vulnerabilities 

The criteria is related to detection and monitoring 

procedures as it applies to configuration changes. 

Telehouse does not perform any changes to 

configurations or any change management activities 

for its customers as part of Data Centre Colocation 

services. Hence this criteria is not applicable. 

CC8.1 The entity authorises, designs, develops or acquires, configures, 

documents, tests, approves, and implements changes to infrastructure, 

data, software, and procedures to meet its objectives 

The criteria is related to designing, developing or 

acquiring, and configuration changes to 

infrastructure, data, software. Telehouse does not 

perform any changes to configurations or any change 

management activities for its customers as part of 

Data Centre Colocation services. Hence this criteria is 

not applicable. 

 

Components of the System 

The security and availability category and applicable trust services criteria were used to evaluate the suitability of design and operation of the controls 

in the description. The controls supporting the applicable trust services security and availability, are included in Section IV of this report. 
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Infrastructure  

Primary Infrastructure and used to provide Telehouse’s Data Centre Colocation Services: 

Primary Infrastructure 

Hardware Type Location 

Colocation racks (Full, half or quarter) 

depending upon customer requirement 

Various & lockable Coriander Avenue, London - (Docklands Campus 

comprising of North, North2, East and West 

buildings) 

1 Paul Julius Close, Blackwall Yard, London - (South 

Campus) 

 

People 

Telehouse has a staff count of approximately 250+ employees organised in the following functional areas: 

• Corporate. Executives - Senior operations staff, and company administrative support staff, such as legal, compliance, internal audit, training, 

contracting, accounting, finance, human resources. These individuals use internal systems primarily as a tool to measure the performance of 

Telehouse’s at an overall corporate level. This includes reporting done for internal metrics as well as for Telehouse's user entities 

• Operations - Staff that administer the scheduling and administration of facility teams that support the infrastructure and locations. They provide 

the direct day-to-day services, such as service delivery, new service management and deployment and change management 

• Network Operations management (NOC) - Provide a 24x7x365 service support function to Telehouse managing all operational management 

requirements. This includes provision of work ticket processes to field engineering, monitoring network performance and potential breaks so that 

repairs can be speedily addressed, monitoring of Building Management Systems and alarms as well as management of remote site access control 

systems (including entry), and CCTV. 

Data  

Telehouse does not process or manage any data as part of the data centre colocation services performed. 
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Processes and Procedures  

Organisational and information security policies and procedures are documented, reviewed annually and made available to Telehouse employees. All 

teams are expected to adhere to the Telehouse policies and procedures that define how services should be delivered. These are located on Telehouse's 

intranet and can be accessed by any Telehouse employee (A08).  

Telehouse’s Recruiting policy defines the requirements related to competencies and experience of candidates prior to hiring and the policy is reviewed 

on an annual basis (A07). A code of business conduct and ethics policy is reviewed on an annual basis and communicated to the workforce. Trainings 

related to Information Security awareness and Code of Conduct are required to be completed on an annual basis (A01). 

Control Environment  

The control environment reflects the overall attitude, awareness and actions of directors and management (i.e., "those charged with governance") 

regarding the internal control system and its importance to the entity. They are expressed in management style, corporate culture, values, philosophy 

and operating style, the organisational structure and human resources policies and procedures. 

Integrity and Ethical Values 

Integrity and high ethical standards are qualities essential to Telehouse's business and are viewed as fundamental standards of behaviour for all 

employees. The effectiveness of internal controls cannot rise above the integrity and ethical values of the people who create, administer, and monitor 

them. Telehouse has established programs and policies designed to communicate and reinforce the integrity and ethical standards of the Company. 

Specific control activities that the service organisation has implemented in this area are described below:  

A library of policies in relation to code of business conduct and ethics are reviewed on an annual basis and communicated to the workforce. Trainings 

related to Information Security awareness and Code of Conduct are required to be completed on an annual basis (A01). Telehouse facilitates employees, 

third parties, and customers to report unethical behaviour in a confidential manner through designated communication channels (A03). Pre-employment 

background checks are completed as part of the recruitment/hiring process and the results of the background checks are documented (A02). 

Commitment to Competence 

Telehouse defines competence as the knowledge and skills necessary to accomplish tasks that define an employee's roles and responsibilities. Telehouse 

seeks only high-quality staff with significant experience, education, and understanding of working in a team environment. Telehouse Recruiting policy 

defines the requirements related to competencies and experience of candidates prior to hiring and the policy is reviewed on an annual basis (A07). 
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Telehouse conducts an annual performance evaluation to review and monitor the performance of its employees. Results of the evaluation is documented 

(C3). Management tracks and monitors compliance with training requirements, which employees need to complete annually (A06). 

Management’s Philosophy and Operating Style 

Telehouse's organisational structure provides the framework within which its activities for achieving entity-wide objectives are completed and analysed. 

Telehouse has defined and documented an organisational chart that defines organisational structures, lines of reporting, and areas of authority (A05). 

The entity's strategy and objectives, including changes made to the objectives, are communicated to Telehouse's employees through the intranet (A10). 

Telehouse has a defined organisational strategy and objectives that are used to determine the entity structure and performance metrics (B05). Telehouse 

communicates relevant business changes to third-parties, external users, and customers through the entity's website and dedicated communication 

channels (B01). Telehouse's third-party agreements and customer delineate the boundaries of the system and describes relevant system components, 

communicate the system commitments and requirements of third parties (B02 and B03). 

Risk Assessment 

Telehouse's operational risk assessment process identifies and manages risks that could potentially affect Telehouse's ability to provide reliable services 

to user organisations. This ongoing process requires that management identify significant risks inherent in products or services as they oversee their areas 

of responsibility. Telehouse identifies the underlying sources of risk, measures the impact to organisation, establishes acceptable risk tolerance levels, 

and implements appropriate treatment plans to measure, monitor and manage the risks. 

Board of Directors meet twice a year to discuss the company strategy. Audit and risk team meet on a monthly basis to review and discuss the results of 

the internal and external audits, assessments and certifications conducted (A04). 

As a part of the quarterly risk assessment, management reviews the potential threats and vulnerabilities arising from its customers, third parties and 

vendors. Management develops risk mitigation strategies, including the implementation of controls, to address risks identified during the risk assessment 

process. For gaps and vulnerabilities identified from the risk assessment, remediation efforts, including the implementation of controls, are assigned to 

process owners based on roles and responsibilities (A09). Internal controls are tested at least annually by the Telehouse Information Security Management. 

The results of internal assessments are communicated to management to determine a remediation plan is in place and that controls are established and 

operating effectively (B04). On a quarterly basis, management identifies and assesses the types of fraud that could impact their business and operations. 

As a part of management's assessment of fraud risks, management considers the following: 

• key fraud factors such as incentives, pressures, opportunity for unauthorised access or use of data, and employee morale and attitude 

• fraud risk ratings, likelihood, impact 
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• residual risks and controls to mitigate risks 

• threats and vulnerabilities that arise from the use of IT 

Identified fraud risks are reviewed and corrective actions are addressed and documented in the risk register (B06). 

On an annual basis, management reviews the controls implemented within the environment for compliance and operational effectiveness and identifies 

potential control gaps and weaknesses. Deviations and control gaps identified from the various assessments performed on the environment are 

documented, investigated, addressed and communicated to those parties responsible for taking corrective actions (B07). Telehouse management is made 

aware of high-risk vulnerabilities, deviations and control failures/gaps identified as a part of the annual risk assessment performed. Management monitors 

the corrective action for vulnerabilities, deviations and control failures/gaps identified as a part of the evaluations performed (B08). Management reviews 

the information security incidents on a quarterly basis as part of their Audit and Risk committee meeting, summarising incidents, root cause of incidents, 

and corrective action plans and as part of the review, management identifies the need for system changes and implementation of additional controls 

based on incident patterns and root causes (B10). A vendor risk assessment is performed on an annual basis which includes reviewing the activities 

performed by third parties. Management develops third-party risk mitigation strategies to address risks identified during the risk assessment process 

(C02). Further, Telehouse has purchased insurance to offset the financial loss that could result from a critical security incident or exploitation of a 

vulnerability (C01). 

Monitoring Controls 

Management monitors controls to ensure that they are operating as intended and that controls are modified as conditions change. Telehouse management 

performs monitoring activities to continuously assess the quality of internal controls over time. Necessary corrective actions are taken as required to 

correct deviations from company policies and procedures. On a quarterly basis, management reviews the controls implemented within the environment 

for compliance and operational effectiveness and identifies potential control gaps and weaknesses. Deviations and control gaps identified from the 

various assessments performed on the environment are documented, investigated, addressed and communicated to those parties responsible for taking 

corrective actions (B07). 

Security Incident Management 

Telehouse has a documented Security Incident Management policy which defines the incident response and escalation procedures for reporting system 

failures and security incidents, guide users in identifying, reporting and mitigating incidents. Security Incidents are documented and tracked in a 

standardised ticketing system. A security incident analysis is performed for incidents to determine the root cause, system impact and resolution. 

Resolution of the incidents is documented within the ticket and communicated to affected users (B09).  
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Management reviews the information security incidents on a quarterly basis as part of their Audit and Risk committee meeting, summarising incidents, 

root cause of incidents, and corrective action plans and as part of the review, management identifies the need for system changes and implementation 

of additional controls based on incident patterns and root causes (B10). 

Information and Communication 

Information and communication is an integral component of Telehouse's internal control system. It is the process of identifying, capturing, and exchanging 

information in the form and time frame necessary to conduct, manage, and control the entity's operations. On a quarterly basis, management reviews 

the controls implemented within the environment for compliance and operational effectiveness and identifies potential control gaps and weaknesses. 

Deviations and control gaps identified from the various assessments performed on the environment are documented, investigated, addressed and 

communicated to those parties responsible for taking corrective actions (B07). A vendor risk assessment is performed on an annual basis which includes 

reviewing the activities performed by third parties. Management develops third-party risk mitigation strategies to address risks identified during the risk 

assessment process (C02). 

Control Activities 

Control activities represent the processes, procedures, techniques, mechanisms, and overall operations management applied to appropriately manage 

and reduce risk. The following sections of the report describe the control activities that were functioning at Telehouse for the scope of the report. 

Data Centre Facility Design 

The resilient design of Telehouse's Data Centre operations and facilities is critical to the quality, availability, and security of Telehouse's network solutions 

and services. Telehouse's Data Centre Operations utilise good practice facility resiliency standards to ensure availability of infrastructure operations for 

customers' using the DC's [C09, C10, D01]. 

This strategic approach provides a high availability foundation to protect services provided to customers with the Data Centre architecture design offering 

a secure facility environment so that high-availability solutions can be protected for our customers critical business requirements. This approach ensures 

the Data Centres are designed and maintained in a resilient environment that will not jeopardise the availability and performance of core solutions. 

The Data Centre standards provide a fault tolerant environment for the critical power and cooling components. This ensures that availability and 

performance obligations remain at the core of our facility operations. 
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Security Governance Controls 

Telehouse operates an Enterprise Security Management System (ISMS) based on ISO 27001 best practices, across the Data Centre Operations in London, 

gaining certification through a third party audited ISO 27001 scope covering standard co-location services. This includes dedicated ISO 27001 scope for 

Telehouse's Data Centre Operations covering all Telehouse technology platforms and services. 

The ESMS applies corporate security policies, processes, and procedures, which are maintained by a dedicated and independent Security team reporting 

to the CTIO/CISO. 

Security and Risk Management activities are coordinated by the Manager Information Security. To maintain the security policy objectives and security 

management for operations activities and Data Centre Operations, a dedicated ISO 27001 Security Forum is granted authority to ensure appropriate 

proactive and reactive security management to protect the data security of Telehouse services. 

Telehouse performs an annual review of the users with data centre physical access to ensure only authorised users have access to controlled areas within 

the Data Centres as per the access control policy. Corrective actions if any are identified, tracked and resolved [C06]. General access to the Data Centres 

is controlled using a card access system. CCTV cameras are installed throughout the sites. All entry and exit doors are alarmed and security personnel 

monitor these alarms 24 hours a day, 7 days a week and 365 days a year [C04]. 

Data Centre Physical Security Controls 

Telehouse ensures 24 hours a day, 7 days a week, 365 days a year security guarding for each Data Centre, with access control systems (ACS), CCTV and 

intrusion detection deployed to protect against intrusion and record physical access [C04]. This further ensures effective monitoring and response to 

detected physical security incidents. All Data Centres in scope have electronic access control systems to restrict and log access to restricted technical 

areas and comply with the PCI DSS standard. 

CCTV and intrusion detection sensors are installed to provide support and cover of the installation with recorded footage applicable (And will not be less 

than 30 days). Physical Access permissions are controlled through each security reception area with access rights to technical rooms authenticated against 

an authorised agent list [C06]. 

Co-location customers have restricted physical access to their equipment within assigned co-location cabinets. Access to in-scope operations data centres 

(for new employees) is restricted through the use of a card access system to authorised personnel only and requires approval from the line manager 

[C05]. Upon confirmation from HR, the Security team disables the physical access for the terminated employees within 1 working day [C08].  
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All visitors to the Data Centres must sign-in and sign-out at the entry and exit with appropriate national identification documents (photo), with the 

identification number recorded, as well as the entry and exit times [C07]. All rooms and entry points have electronic access badge readers logging access 

attempts [C04]. 

Data Centre Environmental Controls 

Each Data Centre is designed and maintained with environmental controls to protect the data centre colocation operations against environmental threats 

and to protect against service disruption or degradation. Telehouse Data Centres are designed and maintained to ensure N+1 resiliency across critical 

facility components with generator and uninterruptible power supply (UPS) redundancy. Data Centres maintain fire detection and fire suppression and 

fire extinguishers as appropriate. 

Building Management Systems (BMS) are maintained and monitored by local security guards and by Telehouse's Operations Centres to detect facility 

alarms and initiate incident response. All BMS management system alarms are monitored 24 hours a day, 7 days a week and 365 days a year. 

Each Data Centre has facility components, required monitoring and maintenance regimes, encompassing physical security systems (CCTV, ACS, and 

Intrusion Detection) and BMS. Facility critical equipment is maintained and operated to protect against environmental threats: fire, flood, power 

disruption, temperature extreme and operations risks [C09, C10]. 

Appropriate operations control for facility resiliency and critical component redundancy, including generators, UPS, power distribution, heating, 

ventilation, and air conditioning (HVAC), fire detection and suppression controls are maintained, monitored, and regularly tested. All critical facility 

systems are monitored 24 hours a day, 7 days a week and 365 days a [C09] year by the Operations Centres with defined Event and Incident Management 

processes and procedures for incident and escalation response. 

Business Continuity Management Controls 

Telehouse's critical operations are protected by a comprehensive Business Continuity Management (BCM) system aligned to our ISO 27001 certification. 

This includes regular continuity tests for Operations and Data Centres continuity plans to ensure continuity preparedness and response across operations 

functions, technology platforms and corporate systems. These continuity controls are integrated into overall Data Centre configuration management 

controls. 

Telehouse's strategic continuity controls include maintaining geographically diverse Operations Centres (London) configured for active failover - fully 

functional operations model with additional dedicated DR sites in between Telehouse’s Docklands and South Campuses. This approach provides active 

technical resource capacity, to sustain continuous operations in response to any continuity event. 
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Telehouse applies BCM controls across critical corporate systems to support operations quality and availability applying N+1 architecture design principles 

to ensure an RTO and RPO objective, of one hour. 

Trust services principles, criteria and control activities  

The Trust Services Criteria and the controls that meet the criteria are listed in the accompanying Section IV. While included in the Section IV, they are 

an integral part of this description.  

Complementary User Entity Controls Relevant to the Data Centre Services System 

This section describes controls that Telehouse assumed, in the design of the system, would be implemented by user entities to achieve the relevant trust 

services criteria included in this report, as outlined in Section IV. As such, the boundaries of the data centre services system do not extend to specific 

controls designed and implemented by user entities. 

USER ENTITIES ARE RESPONSIBLE FOR APPLICABLE CONTROL OBJECTIVE 

User entities are responsible for authorising 

employees who are required to visit the data 

centres 

Physical Security Controls 

User entities are responsible for communicating 

the list of their employees who visit the data 

centres and for seeking approval from 

Telehouse where required 

Physical Security Controls 

 

User entities are responsible for 

communicating requirements related to 

Business Continuity Plan testing 

Business Continuity Management Controls 

User entities are responsible for 

communicating requirements related to RTO 

and RPO objectives 

Business Continuity Management Controls 
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Complementary Subservice Organisation Controls 

Telehouse does not use any subservice organisations to deliver the data centre services to its user entities. 
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Section IV: Trust Services Category, Criteria and Service Organisation’s Controls 

This report is intended to provide information to the management of Telehouse International Corporation of Europe Ltd (“Service Organisation” or 

“Telehouse”), user entities of the service organisation’s systems, and prospective user entities, independent auditors, and practitioners providing services 

to those entities, who have a sufficient understanding to consider it, along with other information, including information about the controls implemented 

by the user entity. This report is intended to provide information about the suitability of the design of the controls to achieve the service commitments 

and system requirements based on the criteria relevant to Security, and Availability (applicable trust services criteria) set forth in TSP section 100, 2017 

Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services Criteria).  

Although the applicable trust services criteria and related controls are presented in this section, they are an integral part of service organisation’s 

system description.  

The examination was performed in accordance with attestation standards established by the attestation standards established by the International 

Standard on Assurance Engagements 3000 (Revised), Assurance Engagements Other Than Audits or Reviews of Historical Information, issued by the 

International Auditing and Assurance Standards Board (“IAASB”) of the International Federation of Accountants (“IFAC”) and the guidance contained in 

the AICPA Guide, Reporting on Controls at a Service Organisation Relevant to Security, Availability, Processing Integrity, Confidentiality or Privacy. It is 

each user entity’s responsibility to evaluate this information in relation to the internal control structure in place at each user entity in order to assess 

the total internal control structure. If an effective internal control structure is not in place at user entities, service organisation’s controls may not 

compensate for such weaknesses. 

This description is intended to focus on service organisation’s control review as of 28 February 2026 it does not encompass all aspects of the services 

provided or controls performed by the service organisation. Unique processes or control situations not described in the report are outside the scope of 

this report. 
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Control Activity mapping to Trust Services Criteria 

Criteria 

Number 

Trust Service Criteria Telehouse Control Reference 

Security Category 

Control Environment  

CC1.1 The entity demonstrates a commitment to integrity and ethical values. A01 

A04 

A10 

B03 

CC1.2 The board of directors demonstrates independence from management and exercises 

oversight of the development and performance of internal control. 

A04 

CC1.3 Management establishes, with board oversight, structures, reporting lines, and appropriate 

authorities and responsibilities in the pursuit of objectives. 

A05 

A08 

CC1.4 The entity demonstrates a commitment to attract, develop, and retain competent 

individuals in alignment with objectives. 

A02 

A06 

A07 

C03 

CC1.5 The entity holds individuals accountable for their internal control responsibilities in the 

pursuit of objectives. 

A03 

B03 

B04 

Information and Communication 

CC2.1 The entity obtains or generates and uses relevant, quality information to support the 

functioning of internal control. 

A04 

CC2.2 The entity internally communicates information, including objectives and responsibilities 

for internal control, necessary to support the functioning of internal control. 

B04 

B05 

B11 

CC2.3 The entity communicates with external parties regarding matters affecting the functioning 

of internal control. 

A04 

B01 

B02 

B03 
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Criteria 

Number 

Trust Service Criteria Telehouse Control Reference 

Risk Management 

CC3.1 The entity specifies objectives with sufficient clarity to enable the identification and 

assessment of risks relating to objectives. 

A04 

A09 

B04 

CC3.2 The entity identifies risks to the achievement of its objectives across the entity and 

analyses risks as a basis for determining how the risks should be managed. 

A04 

B06 

CC3.3 The entity considers the potential for fraud in assessing risks to the achievement of 

objectives. 

B06 

B07 

C02 

CC3.4 The entity identifies and assesses changes that could significantly impact the system of 

internal control. 

B06 

C02 

Monitoring  

CC4.1 The entity selects, develops, and performs ongoing and/or separate evaluations to ascertain 

whether the components of internal control are present and functioning. 

B07 

B08 

CC4.2 The entity evaluates and communicates internal control deficiencies in a timely manner to 

those parties responsible for taking corrective action, including senior management and the 

board of directors, as appropriate. 

B07 

B08 

Control Activities  

CC5.1 The entity selects and develops control activities that contribute to the mitigation of risks 

to the achievement of objectives to acceptable levels. 

A09 

B04 

CC5.2 The entity also selects and develops general control activities over technology to support 

the achievement of objectives. 

A09 

B04 

CC5.3 The entity deploys control activities through policies that establish what is expected and in 

procedures that put policies into action. 

B04 

 

Logical and Physical Access Control 

CC6.2 Prior to issuing system credentials and granting system access, the entity registers and 

authorises new internal and external users whose access is administered by the entity. For 

C04 

C06 
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Criteria 

Number 

Trust Service Criteria Telehouse Control Reference 

those users whose access is administered by the entity, user system credentials are 

removed when user access is no longer authorised. 

C07 

C08 

CC6.4 The entity restricts physical access to facilities and protected information assets (for 

Telehouse data centre facilities, back-up media storage, and other sensitive locations) to 

authorized personnel to meet the entity’s objectives. 

C04 

C09 

C10 

D01 

System Operations 

CC7.2 The entity monitors system components and the operation of those components for 

anomalies that are indicative of malicious acts, natural disasters, and errors affecting the 

entity's ability to meet its objectives; anomalies are analysed to determine whether they 

represent security events. 

C01 

CC7.3 The entity evaluates security events to determine whether they could or have resulted in a 

failure of the entity to meet its objectives (security incidents) and, if so, takes actions to 

prevent or address such failures. 

B09 

CC7.4 The entity responds to identified security incidents by executing a defined incident 

response program to understand, contain, remediate, and communicate security incidents, 

as appropriate.  

D02 

D03 

B09 

B10 

CC7.5 The entity identifies, develops, and implements activities to recover from identified 

security incidents. 

B09 

D02 

Risk Mitigation 

CC9.1 The entity identifies, selects, and develops risk mitigation activities for risks arising from 

potential business disruptions. 

A09 

D03 

CC9.2 The entity assesses and manages risks associated with vendors and business partners. C02 
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Criteria 

Number 

Trust Service Criteria Telehouse Control Reference 

Additional Criteria for Availability 

A1.2 The entity authorizes, designs, develops or acquires, implements, operates, approves, 

maintains, and monitors environmental protections, software, data back-up processes, and 

recovery infrastructure to meet its objectives.   

B09 

D03 

A1.3 The entity tests recovery plan procedures supporting system recovery to meet its 

objectives.   

D02 

D03 
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Control Activities specified by Telehouse 

 

Telehouse 

Control 

Reference 

Control Activity  

A01 Code of business conduct and ethics has been developed which addresses controls and processes to be implemented. The 

policy/process documents are updated and reviewed annually. Code of business conduct and ethics include policies and procedures 

for: 

• Corporate Culture Policy 

• Anti-Bribery Policy 

• Dignity at Work Policy and Procedure (Anti-Harassment) 

• Drug, Alcohol and Substance Abuse, Harmful Use and Misuse Policy and Procedure 

• Disciplinary Policy Procedure 

• Induction Policy & Procedure (Compliant with GDPR) 

• Performance Appraisal Policy 

• Redundancy and Redeployment Policy 

• Grievance Procedure 

• ‘Whistleblowing’ Policy and Procedure 

• Learning & Development Policy. 

A02 Pre-employment background checks are completed as part of the recruitment/hiring process and the results of the background 

checks are documented. 

A03 Telehouse facilitates employees, third parties, and customers to report unethical behaviour in a confidential manner through 

designated communication channels. 

A04 Board of Directors meet twice a year to discuss the company strategy. The updates to any changes are minuted.  

 

Audit and risk team meet on a monthly basis to review and discuss the results of the internal and external audits, assessments and 

certifications conducted. Any changes are noted and the department heads are notified of the further strategies. 

Docusign Envelope ID: 2A8D5A5D-A5CF-8B3D-823E-06D378CA3A35



Telehouse International Corporation of Europe Ltd – data centre services 
SOC 2 Type I Report 
As of 28 February 2026 
 

24 

 

This report is intended solely for use by the management of Telehouse International Corporation of Europe Ltd and the specified parties and is not intended to be used by anyone other 

than these parties. 

  

Telehouse 

Control 

Reference 

Control Activity  

A05 Telehouse has defined and documented an organisational chart that defines organisational structures, lines of reporting, and areas 

of authority. 

A06 Mandatory trainings related to Information Security awareness and Code of Conduct are required to be completed on an annual 

basis. 

 

Management tracks and monitors compliance with training requirements, which employees need to complete annually. 

A07 Telehouse maintains a recruitment policy that defines the requirements related to competencies and experience of candidates 

prior to hiring and the policy is reviewed on an annual basis. 

A08 Organisational and information security policies and procedures are documented, reviewed annually and made available to 

Telehouse employees through the entity's intranet. 

A09 As a part of the quarterly risk assessment management reviews the potential threats and vulnerabilities arising from its customers, 

third parties and vendors. 

 

Management develops risk mitigation strategies, including the implementation of controls, to address risks identified during the risk 

assessment process. 

 

For gaps and vulnerabilities identified from the risk assessment, remediation efforts, including the implementation of controls, are 

assigned to process owners based on roles and responsibilities. 

A10 The entity's strategy and objectives, including changes made to the objectives, are communicated to Telehouse employees through 

the intranet. 

B01 Telehouse communicates relevant business changes to third-parties, external users, and customers through the entity's website and 

dedicated communication channels. 
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Telehouse 

Control 

Reference 

Control Activity  

B02  Telehouse's third-party agreements delineate the boundaries of the system and describes relevant system components, 

communicate the system commitments and requirements of third parties. The agreements outline and communicate the following: 

• The scope of services 

• Roles and responsibilities 

• Terms of Business 

• Communication Protocols 

• Compliance Requirements 

• Service Levels 

• Just cause for terminating the relationship. 

B03 Customer commitments, requirements and responsibilities are outlined and communicated through service agreements which 

outline: 

• Provision of services 

• Roles and responsibilities 

• Commencement and term 

• Communication protocols 

• Governing law and jurisdiction 

• Service Level and service credits 

• Termination rights. 

B04 Internal controls are tested at least once a year by the Telehouse Information Security Management. 

 

The results of internal assessments are communicated to management to determine a remediation plan is in place and that controls 

are established and operating effectively. 

B05 Telehouse has a defined organisational strategy and objectives that are used to determine the entity structure and performance 

metrics. Telehouse has documented objectives on the company Intranet. 
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Telehouse 

Control 

Reference 

Control Activity  

B06 On a quarterly basis, management identifies and assesses the types of fraud that could impact their business and operations. As a 

part of management's assessment of fraud risks, management considers the following: 

• Key fraud factors such as incentives, pressures, opportunity for unauthorised access or use of data, and employee morale 

and attitude fraud risk ratings, likelihood, impact residual risks and controls to mitigate risks 

• Threats and vulnerabilities that arise from the use of IT. 

 

Identified fraud risks are reviewed and corrective actions are addressed and documented in the risk register. 

B07 On a quarterly basis, management reviews the controls implemented within the environment for compliance and operational 

effectiveness and identifies potential control gaps and weaknesses. 

 

Deviations and control gaps identified from the various assessments performed on the environment are documented, investigated, 

addressed and communicated to those parties responsible for taking corrective actions. 

B08 Telehouse management is made aware of high-risk vulnerabilities, deviations and control failures/gaps identified as a part of the 

quarterly business unit risk reporting is performed.  

 

Management monitors the corrective action for vulnerabilities, deviations and control failures/gaps identified as a part of the 

evaluations performed. 

B09 Telehouse has a documented Security Incident Management policy which defines the incident response and escalation procedures 

for reporting system failures and security incidents, guide users in identifying, reporting and mitigating incidents. 

 

Security Incidents are documented and tracked in a standardised ticketing system. A security incident analysis is performed for 

incidents to determine the root cause, system impact and resolution. Resolution of the incidents is documented within the ticket 

and communicated to affected users. 
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Telehouse 

Control 

Reference 

Control Activity  

B10 Management reviews the information security incidents on quarterly basis as part of their Audit and Risk committee meeting, 

summarising incidents, root cause of incidents, and corrective action plans and as part of the review, management identifies the 

need for system changes and implementation of additional controls based on incident patterns and root causes. 

B11 The Telehouse Board of Directors (BoD) consists of independent members to maintain independence from Telehouse’s Management. 

The composition of the BoD is documented in the company articles of association along with procedures for appointment of new 

Directors. 

C01 Telehouse has purchased insurance to offset the financial loss that could result from a critical security incident or exploitation of a 

vulnerability. 

C02 A vendor risk assessment is performed on an annual basis which includes reviewing the activities performed by third parties. 

 

Management develops third-party risk mitigation strategies to address risks identified during the risk assessment process. 

C03 Telehouse conducts a performance evaluation to review and monitor the performance of its employees twice a year. Results of the 

evaluation is documented. 

C04 Access to the data centre is monitored by CCTV cameras installed throughout the sites. 

 

All entry/exit doors are alarmed, and security personnel monitor these alarms 24 hrs. a day, 7 days a week & 365 days a year. 

C05 Access to Data Centres is restricted through the use of a card access system to authorised personnel only and requires approval 

from the line manager. 

C06 Telehouse performs an annual review of the users with data centre physical access to ensure only authorised users have access to 

controlled areas within the Data Centres as per the access control policy. Corrective actions if any are identified, tracked and 

resolved. 
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Telehouse 

Control 

Reference 

Control Activity  

C07 All individuals without authorised access to the controlled areas must sign in and be escorted by a Telehouse employee to 

controlled areas. 

C08 Upon confirmation from HR, the Security team disables the physical access for the terminated employees within 1 working day. 

C09 Data Centres are protected against environmental factors such as fire, water and heat through the operation and monitoring of a 

Building Management System (BMS) by a third party 24 hours a day, 7 days a week and 365 days a year. Fire detection and 

suppression systems are tested as part of annual maintenance. 

C10 Data Centres are protected against power disruptions or failures through the installation of Uninterruptible Power Supply (UPS) or 

Emergency Power Supply (EPS) Systems or dual power feeds. Power systems are tested as part of annual maintenance. 

D01 Climate control equipment is installed within the Telehouse Data Centres to protect against environmental factors such as 

humidity. Climate control systems are tested as part of annual maintenance. 

D02 Telehouse has established a business continuity policy and service continuity policy for data centres. The BCP plans are reviewed 

and updated on an annual basis. 

D03 Business continuity plans (BCP) are tested at least semi-annually, results are documented, and corrective actions are taken. 

Scenario based testing is performed on a monthly basis and the reports are documented and reviewed. 
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